KAK HE CTATb YXEPTBOW

BULLWHI A

Buwwusblr (ronocosoii dguwmHr - voice fishing) - oa4MH N3 MeTo40B MOWEHHNYECTBA C UCNONb30BaHNEM
couManbHOW NMHXEHEPUN. 3N0YMbIWNEHHUKN, UCNONb3ysa TeePOHHYH KOMMYHUKaLU 1 urpas
onpeneneHHy ponb (COTpyAHMKA 6aHKa, Mokynatens u 1. 4.), No4 pa3HbIMU Npeanoramy BeIMaHUBaKT Y
aepXxaTensa nnaTteXXHol KapTbhl KOHpUAeHUNanbHy MHopMaynto (ee pekBU3nTbl, HOMep nacnopTa,
NUYHBIA NOEHTUPVKALNOHHBIA HOMEpP, NOTWHbI, Naponun, CMC-KoAbl) NN CTUMYUPYIOT K COBEPLUEHUIO
onpefeneHHbIX AeACTBUIA CO CBOMM KapTOUYHbIM CHETOM/MNIaTEeXHOW KapToii.

Bam nossoHunu/npucnanu
CMC "n3 6aHka" c
Hen3BeCTHOro Homepa:

e He TOpoMnuTechb CNefoBaTh
NHCTPYKLUAM;

e He coobuianTe
nepcoHasnbHble faHHble
HEeN3BeCTHbIM nnuam,
JaXke ecnn OHu
npeacTaBnsATCA
COTPyAHUKaMM 6aHKa;

e npoBepbTe MHGOpPMaLUi0,
NMO3BOHUB B KOHTAKTHbI
LeHTp 6aHkKa;

e HesamMeaNUTeNbHO
obpaTtuTech B
NpaBOOXpPaHUTESIbHbIE
opraHbl.

Bam nossoHunun/npucnanu
CMC c HensBecTHOro Homepa
c npocb60ii 0 nomoLLNn
611U3KOMY YenoBeKy:
He BNaganTe B NaHUKy, He
e TOoponuTech
npeanpuHUMaTh AelicTBus
MO WHCTPYKLMAM
HEeN3BECTHbIX NAel;

3ajaiTe 3BOHAWEMY
BOMPOCHI INYHOTO

e XapakTepa, nomorawume
OTNINUNTBL 6NTN3KOT0 Bam
yesioBeKa OT MOLIEHHWKA;

nog nw6biM Npegaoram
nocTtapalitecb npepsaTb

e KOHTaKT c cobeceHNKOM,
NO3BOHUTE POAHbLIM U
y3HalTe, BCE 1N Y HUX B
nopsigke.

Bbl 3aM0A03PUAM UHTEPHET-NPOaaBLa B HE406POCOBECTHOCTU:

HeOGXO/J,I/IMO ocTaBaTbCA GAMTEI'II:HI:IM, HEe NpunHMMaTb NOCMNeLWwHbIX peUJEHI/II7I nnpun

NePBbIX XX€e NoAO0O3PEHNAX OTKa3aTbCA OT NMNOKYNKU;

HUKOTAa He NepeBoAUTE AEeHbIM HE3HAKOMbIM /IIOAAM B KauecTBe Npegonnarhl.

McTouHuk: CnepcTBEeHHbIN KomUTeT Pecny6inku Benapychb.
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KAK HE CTATb )XEPTBOW
OULLNHTA

®unwuHr (aHrr.. phishing ot fish ng "pblbHasa n10BNA, Bbly)XUBaHUE") - BUL, UHTEPHET-MOLEHHNYECTBa
ANA NonyvyeHns AocTyna K KOH(UAEeHLMaIbHBIM AaHHbIM M0/Ib30BaTteseli - ormHam 1 naponsm. 3to
JOoCcTUraeTcsa nytem nNpoBeAeHUs MaCcCOBbIX PACChI/IOK 3/IEKTPOHHbIX MUCEM OT MMEHWN NONYASAPHbIX
6peHoB, a TakKe NIMYHbIX COOOLLEeHWIA BHYTPY Pa3nyHbIX CEPBUCOB, HAMPUMep OT UMeHU 6aHKOB Mx
BHYTPU COLMA/IbHbIX CETEN.

BHMMAaTE/IbHO NPOBEPSATh
CCbINKy, N0 KOTOPOWA
cobupaeTechb KNNKHYTb: He
nepenyTaHbl N1 6YKBbI B
Ha3BaHWK caiita

3a4acTylo hasiblunBbIE
nncbma 1 asbLuMBbIe CaiTbl
BO BCEM MOBTOPSOT AU3aliH
HacTOosILLMX

nepepg Tem Kak
BBOAMTb NIOMVH U
naposib, HYXXHO
npoBepuThb,
3aLMLLEHO N
coegnHeHve. Ecnu
nepep agpecom
caiiTa Bbl yBUAUTE
npecmkc https (rae
S 03Hayaert secure) -
6e3onacHoe

BMECTO TOro YToObI
K/MKaTb Nno
CCblKe, cnegyeT
BBECTM ajpec
BPY4HYI0 B HOBOM
OKHe b6pay3epa

[aXke ecim NMcbMO Mm
CO0O6LLEHNE CO CCITKOM
NPULLIO OT NyYLLEro Apyra,
BCE PaBHO HYXXHO MOMHMUT,
YTO ero ToXe Morav
o6MaHyTb WK B3nOMaTh.
MNoaTtomy BeauTe cebs He
MeHee 0CTOPOXHO, YeM Npu
o6palleHnm co ccblikamu,
npuweawnMn n3
HEeN3BECTHOIr0 UCTOYHMKA

06HapYXX1B (PULLNHIOBYIO
onepauuo, HeobxoaAnmo
CO06LMTb O HEel B 6aHK
(ecnm nucbmo NpuLLo oT
UMeHU (PUHAHCOBOro
yUupexaeHusi) unu B
CNy>6y noanepxku
coucetu (ecnm Takue
CCbIJIKW pacchliaeT KTo-TO
13 nonb3oBarteneii) n T.4.

WcTouHuK: CnencTBeHHbI KoMuteT Pecny6nankn benapychb.

He 3axoauTe B
OHNaliH-6aHKN 1 TOMY
nofo6Hble cepBuChl Yepes
oTKpbITble Wi-Fi-ceTu B Kaghe
W Ha ynuue. Jlyywe
BOCMO/1b30BaTbLCA
MOOGUIbHBIM UHTEPHETOM WK
noTepneTb, Yem MNOTePATbL
BCE [leHbIM Ha KapTte
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KAK HE CTATb XEPTBOW/
MHTEPHET-MOLLEHHKOB

ncnonb3yiTe ans nocrie 3aBeplIeHNs ceaHca
nnatexKei oTaenbHyi0 onnartbl peKkoMeHayeTcs
HapTy BbITK 13 6pay3epa

npun pa6ote Ha
nepesoguTe Ha

yCTpPOWCTBE, C
yKasaHHYl KapTy

KOTOpOro
TOYHYK CYyMMY

npon3BoanTCA
OEHEXHbIX

onnaTa, HU B KOEM
cpefcTs, KoTopas

cnydae He
HeobxoAnMa BaM

nepexoguTe no
Ans onnatsl

COMHUTE/bHbIM

CCblINIKam
H B
npounseoAnTe oniaty T0/1bKo B HaCTPOWMKax MCMONb3YEMOTO
cycTpoicTB(HOYTOYKOB, . 6pay3epa HyXHO 3anpeTuTb
He ncnonb3yite Ang
nnaHWeToB, KOMMNbKOTEPOB, COXpaHeHne NOrMHOB
pacyeToB YyCTPOWCTBO, K
MOOUNbHbLIX Tefe(poHOB), naponeli u apyro
KOTOPOMY UMEKT J0CTYN
3allneHHbIX aHTUBUPYCHbIM KOH(*)MAEHU,M&”I:HO“
60/51ee 04HOr0 YenoBeka
nporpamMmMHbIM MH(*)OpMaLI,VIM

obecneyeHnem*

*AHTUBMPYC AO/KEH 6bITb BH/IOUEH, aH TUBUPYCHble 6a3bl M NPOrpaMma - 0GHOB/SThCS, CriefyeT PerynsipHo

npoBoANTb aHTMUBUPYCHOE OHaHUPpOBaHKE.

WcTouHmk: CneacTBeHHbI komuTeT Pecnybnnku benapychb. © WHdorpadurka



